Cyber Security 0
Prepare for the Worst

part 1 1 the bad stuff
part 2 1 what to do about it
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Jonathan Pollet T CISSP, PCIP, CAP

A 12 Years of Electrical Engineering, SCADA, Industrial Controls, and |IT Experience

A

o Do Io I

A Last 8 Years Focused on SCADA and IT Security

o To Io o Do I»

PLC Programming and SCADA System Design and Commissioning

Wireless RF and Telecommunications Design and Startup

Front -end Web Development for SCADA data
Backend Database design for SCADA data
Acting CIO for Major Oil Company for 2 years

i Enterprise IT Management

Published White Papers on SCADA Security early in 2001

Focused research and standards development for SCADA Security since 2002

Conducted over 120 security assessments on Critical Infrastructure systems

Conducted over 75 International conferences and workshops on CIP

Developed safe security assessment methodology for live SCADA Systems

Co-developed the SCADA Security Advanced 5
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-day training course
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notice anything?
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this machine is

used to swipe

credit cards, IS
connected to the
Internet, and has

the
username/passwor
d 1 n cl ear
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mi crosoft vistae
you want to run your control system on this I right?

L 4
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employees are lazy
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or mal i1 ci ousé@é t hi
howering facilitye
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vendorsaren @d any bett er

who builds a cash
register with an
Ethernet port
dangling from it?
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attackers assume smart
people make mistakes
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part1 T the bad stuff

update on the Threat Landscape with a focus on APT and Stuxnet
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part 1 - the bad stuff

A Threat Profile

A External Threats

A Intentional Targeted Advanced Persistent
Threats (APT)

A Unintentional External Threats
A Internal Threats

A Contractors

A Employees
A Financial Threats

A FERC fines
A Impact on shareholder value

A Cost of APT infection remediation
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Timeline of Attacker Motivation

2001 -
2010
: 2005 )1
1199785 (Hack- (Political
(Hackerz) tivism) and SS)
1995- 0.
2000 2009
(Hobbyist (Hacker
Hacking) for Hire)
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W r=ore= APT Spelled Out

A Advanced:
A Taking advantage of latest techniques

°0

A Leverages Open Source Intelligence and Social Networks

A Usually involves knowledge of specific operating system or
application compromises

A Code Reversing and Fuzzing techniques can help locate unique
weaknesses in specific targeted systems

A Persistent
A Intent dedication i resilience even after system reboot
A Almost always has a (C&C) Command and Control capability
A Patient / Latent ability € can go to sleep for m

A Threat
A Signatures / Vectors
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REDTIGER
'ﬂ o APT - Threat Vectors

External Internal

Internet - Trusted Insider
Email attachments - Rogue Employee
File sharing - Subcontractors
Pirated Software - SOC-ENG
Spearphishing - Break -1In
DNS / Routing Modifications - Dual Use software

Physical - Trusted Channel
Infections of Media (USB, CD) - Stolen VPN Credentials
Infected Appliances - Hijacked Cell
Malicious IT equipment Communications

P2P tapping

External - 3rd party breach

Mass Vulnerability Exploits - Un-trusted Devices

Co-location Exploitation
Rogue Wifi AP
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REDTIGER
'ﬂ APT - Threat Vectors

A Malware / Worms

A 2009 May i July
A 1335 Unique variants and infections
A Inclu. Conficker Worm / Conficker A, B, C, D and E

A Malicious AV Advertisements/Products
A Segmentation of the Network (ITSG -ITSB)

A Mobile Devices

A USB drives
A U3 Devices

A Stolen or lost Laptops

A Insecure Builds
A Devices that are mis  -configured / unpatched before activation
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APT - Threat Vectors (Con Q@)

A Information leakage
A Exposure of sensitive media / material online
A Small / Irrelevant

A Application Security
A Fuzzing / Reverse Engineering
A Overflows, Cross Site Scripting,

A Social Engineering
A Spear phishing
A Social Engineering Toolkit (SET) Framework
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APT - Tools

A Open Sourced Information
A Search Aggregators

A Malware:
A Botnets
A Crimeware
A Rootkits
A Malicious Attachments

A Live DVD i Distributions
A Backtrack
A A.PE.
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REDTIGER
'” o Symbiotic Progression

Internet
Web ?.0
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’”555’3!'55'3 DonG take my word fo

A General Keith Alexander

A Head, US Cyber Command
A On Operation Buckshot Yankee

A "probed by unauthorized users
approximately 250,000 times an hour,
over six million times a day. 0

A Richard A. Clark

A "ltis the public, the civilian population
of the United States and the publicly
owned corporations that run our key
national systems, that are likely to
suffer in a cyber war."
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A William J. Lynn lIl,

A Deputy Secretary of Defense

A "Computer -induced failures of U.S. power
grids, transportation networks, or financial
systems could cause massive physical
damage and economic disruption 0

A Jonathan Evans
A Head MI -5

A Both traditional and cyber espionage
continue to pose a threat to British
Interests, with the commercial sector very
much in the front line along with more
traditional diplomatic and defense interests
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tools and tradecratft

skills and methodology used in construction of APT
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APT 1 Techniques / Tradecraft

A OSINT

A Social Engineering
A Targeted fiSpear Phishing 0
A Malicious Attachments

A USB devices

A Websites




Social Engineering

A Attack the 8 t (Human) Level
A Contextual

A Implied / Explicit

A Leverages social interaction

A fiRobyn Sage 0 Experiment




Targeted Spear Phishing

A Require in -depth knowledge of the target

A Sophistication based on posted / known
Information

A Seemingly benign small amounts of
Information leveraged to gain trust and
access to specific people / groups




A PDF

A MS Products
AWord, Excel,

AThe usual suffixesé

A mp3, exe, Ink, dll, mov, com, mp4, bat, cmd, reg, rar, emf,
shs, s, vb, yourcompany.com.zip, cab, mda, zip, mdb, scr,
aiff, mde, cpl, msi, vbs, aif, m4p, msp, fdf, mdt, sys, wmf,
hip, hta, pif, jse, gef, scf, chm, <#>.txt, wsf, fli, vbe
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Infection Point (by app)

452 739

B MSPowerPoint

B MSExcel
MSWord

B Adobe Acrobat

hip:/imww.f secure.com/weblog/archives/00001676.html
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Malware favored as attack vector

m Malware
Other

m Phishing

m Physical Loss

m Denial of Service

B Unauthorized Access
Attempt

0.2%

Inappropriate Use
hip:/www.f&ecure.com/weblog/archives/00001676.html
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Hardware backdoor

A Provision of devices/ equipment that have
fmalware 0 already
A Projectors
A Printers

A Photocopiers
A Flash memory

A W32 Spybot worm

A http://en.community.dell.com/dell -
blogs/Direct2Dell/b/direct2dell/archive/2010/07/21/dell

-on-the -server -malware -issue.aspx
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Malware Kits

A Proliferation of cheap and easy to use
A Free (Webattacker)
A Torrents, P2P

A Complex $7,000 kits

A 12+ kits available every 3 -4 months

A Zeus (ZBOT)

A GHOSTNET (GHOSTRAT)
A MUMBA (Zeus v3)

A Mariposa
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ZEUS (ZBOT)

A Professional Crime -ware toolkit
A Versions: v.1 | v3+

A Targets banks, banking systems
A Harvests client data

A Accounts




Zeus (ZBOT) Server location

feusS CAC servers tracked: 307
ZeuS C&LC servers online: 164
ZeusS FakeURLs tracked: 38
Zeus FakeURLs online: 27
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Command and Control (C&C)

A Leverages communication systems to relay
messages

A Command Vectors
A Twitter
A IRC
A Facebook
A Google Groups
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Staged attack

A Series of weeks/months to fully compromise a
system

A Incremental uploads/downloads/xchanges
A Results are fully  firooted 0 devices

A Random fradio O silence
A Remain hidden,
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APT - Targets

A Intellectual Property
A Code
A Applications
A Protocols

A Designs
A Schematics
A Drawings
A llustrations

A Chemical / Biological
A Formula &
A Equations
A Chemical Compounds
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W mcrs=t APT Steps to compromise
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