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Overview of SAP Security 
Roles, Profiles and Authority Checks
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Overview of SAP Security 
Authorization Objects vs. Authorizations
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Overview of SAP Security 
Levels required to access a particular function in SAP
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SAP Security 
Authority Check
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Overview of SAP Security 
Authorization Concepts
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Overview of SAP Security 
Authorization Concepts

GENERIC 
BUILDING BLOCKS

EXAMPLE

User wants to change a posting for Company Code 0001

Object F_BKPF_BUK Authorization XYZ

Field 1 Activity (ACTVT) Change (02)

Field 2 Company (BUKRS) (Company Code 0101)

Example of an SAP Authorization Object



12

Overview of SAP Security 
Authorization Concepts
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Overview of SAP Security 
SU24 – Relationship of authorizations to transaction codes
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Overview of SAP Security 
SU24 – Relationship of authorizations to transaction codes
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T-CODE:  SU24 (Authorization Objects)

Activity Types 
which grant the 
Type of Access
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Available Activity Types

Activity types must 
be selected to grant 
access.  

There are more activity 
types than what is listed.
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Overview of SAP Security 
SU24 – Relationship of authorizations to transaction codes
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Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Profile Generator (PFCG)

Traditional Security Approach
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Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Authorization Concepts
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Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Profile Generator (PFCG)



26

Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Profile Generator (PFCG)



28

Overview of SAP Security 
Profile Generator (PFCG)
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Overview of SAP Security 
Profile Generator (PFCG)



TCode: SUIM (User Information System)
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SUIM has a number 
of SAP reports that 
can be used to Audit 
Security.
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T-Codes – User Access & SoD
Transaction Code Description

SU03 Display Users

S_BCE_68001409 Profiles by Complex Selection Criteria 

S_BCE_68001417 Authorizations by Complex Selection Criteria 

S_BCE_68001429 Executable Transactions (All Selection Options) 

PFCG Profile Generator

Programs executed  using SA38

RSUSR002 List of Users according to Complex Selection Criteria

RSUSR008_009_NEW Transaction Combinations Critical to Security (User Populated)

RSUSR100N Change Documents for Users

RSUSR000 Listing of All Users Logged On
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Tables – User Access & SoD
Tables Description

USR02 User Details

UST04 User Name to Profiles

UST10C Composite Profile

UST10S Simple Profile

UST12 Authorization Value

AGR_1251 Authorization data for the activity group

AGR_USERS Assignment of roles to users



T-Codes – Audit
Transaction Code Description

SE16 Data Browser

SQVI Quick Viewer (Dynamic Queries)

SQ01 SAP Query

SA38 Execute ABAP Programs

SE03 Transport Organizer Tools

ST01 System Trace

SM21 System Log

SLIN ABAP Syntax Check

SM20 Security Log Audit

SM04 User Overview

AL08 Global Users 



Security Parameters Setting
System Parameters are set using T-Code RZ10.  Select the appropriate Profile and 

Extended Maintenance



Security Parameters Setting
Auditor should run report RSPARAM via T-Code SA38.



Security Parameters Setting
System Parameters(Descriptions) Default 

Values
Suggested 

Values
Permitted 

Values
Login/password_expiration_time
(The number of days after which a password must 
be changed.  The default value 0 sets the password 
to never expire)

0-30 Days 0-999

Login/min_password_lng
(Minimum password length)

3 8 3-8

Login/fails_to_session_end
(The number of times a user can enter an incorrect 
password before the system terminates the logon)

3 3 1-99

Login/fails_to_user_lock
(The number of times per day a user can enter an 
incorrect password before the system locks the 
user master records against further logon attempts

12 5 1-99



Security Parameters Setting 
continued

System Parameters(Descriptions) Default 
Values

Suggested 
Values

Permitted 
Values

Login/failed_user_auto_unlock
(Used to specify whether a user who has been 
locked as a result of invalid password attempts 
must have the login reset manually [value 0] or 
automatically at midnight.)

1 0 0 or 1

Auth/check_value_write_on
(Enables the transaction [SU53] for authorization 
analysis when this parameter is set to a value 
greater than 0.)

Blank >0 0-

Auth/no_check_in_some_cases
(Must be set to Y to allow authorization checks 
[apart from the check at the start of the 
transaction] to be deactivated for certain 
transactions usings T-Code SU24.)

N Y Y or N



Security Parameters Setting 
continued

System Parameters(Descriptions) Default 
Values

Suggested 
Values

Permitted 
Values

Auth/no_check_on_TCODE
(Since release 3.0E, the system checks for 
transaction code access [the S_TCODE 
authorization object].  Where available, setting 
this parameter to Y allows the authorization check 
for transaction code to be switched off.)

N N Y or N

Auth/No_check_on_TCODE
(This parameter determines whether object 
S_RFC is checked during Remote Function Calls:

Value=0; No check against S_RFC
Value=1, Check active but no check for 

SRFC-FUGR
Value=2; Check active and check against 

SRFC-FUGR

1 2 0-2



Security Parameters Setting 
continued

System Parameters(Descriptions) Default 
Values

Suggested 
Values

Permitted 
Values

Auth/system_access_check_off
(This paramether switches off the automatic 
AUTHORIZATION Check for particular ABAP/4 
language elements [file operations, CPIC calls and 
calls to kernel functions]. This paramether may be 
used to ensure downward compatabiulity of the 
R/3 kernel [value=0, check remains active].)

0 0 0 or 1

Rdisp/gui_auto_logout
(Specifies the number of seconds a user session 
can be idle before the user is automatically logged 
off.  The parameter is deactivated when set to a 
value of 0.)

0 >900<2700 0-
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Questions ?
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Contact Information

Karim Momin, CISA, CISM, CGEIT, CEH
Kmomin@HornSolutions.Net
832-545-8431 (Cell)

Karim.Momin

www.hornsolutions.net

mailto:Kmomin@HornSolutions.Net
https://mail.hornsolutions.net/owa/redir.aspx?C=98ca64d0a88b4ea8b672d3fcb249a212&URL=http%3a%2f%2fwww.hornsolutions.net%2f
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