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Overview of SAP Security

Roles, Profiles and Authority Checks

= A Role is a bucket containing: Profile
— Transaction Codes \'Zj _‘
— Authorization Data (Authorization Objects and Field ‘
Values)
— User assignments
= A Profile is a “key ring” that contains Autherizatlons and

authorizations (cut keys)

= Authority Checks

— Performed by SAP to ensure that a user |ID has the correct
authorization object and field value combination (cut key)
to execute a particular task

— There may be multiple authority checks in one program
(typically one at the start of the program as well as
throughout the program)




4y Authorization Concept
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Overview of SAP Security

Authorization Objects vs. Authorizations

= An authorization object is a template for security that contains
fields with blank values (an uncut key)

— Authorization Object may be reused for many transactions
— Authorization Objects and Field Values are stored in two key SAP tables
> USOBX_C: Transaction-to-object relationships
> USOBT_C: Transaction-to-object field value relationships
» Both tables are maintained via transaction code SU24 and used by PFCG
(Profile Generator)

= An authorization is an authorization object with completed fields
(a cut key)

— |t takes one or more “keys” to open the doors to access a particular task,
or transaction, within SAP




Overview of SAP Security

Levels reauired to access a particular function in SAP

Level 1:  User ID Access
Login w/ UserlD and Password

Level 2: Transaction Code Access
Object: S_TCODE
Examples: FB01, MMO1

P Level 3: Authorization Access
Examples: F_BKPF_BUK, M_MATE_BUK

| User Master Record

Role/Profile

Authorization Object Field Values




SAP Security

Authority Check

k
Authorization

%

=

SAP
AUTHORISATION
CHECK

SAP
Program




Overview of SAP Security

Authorization Concepts

Example: Object F_ BKPF_BUK
(Accounting Document: Authorization for company code)

In General, objects protect: This object protects:

* a certain data element / function » accounting document (= posting)

» for a specific action - activity (create, display, etc.)

* In a specific context » for company code (= of a legal
entity)




Overview of SAP Security

Authorization Concepts

Example of an SAP Authorization Object

EXAMPLE

GENERIC
BUILDING BLOCKS User wants to change a posting for Company Code 0001

Object |F_BKPF BUK Authorization XYZ

Field1 Activity (ACTVT) [Change (02)

Field2 Company (BUKRS) |[(Company Code 0101)




Overview of SAP Security

Authorization Concepts

Keep in mind! In SAP, you can perform the same function with different
transactions

Transaction Conventional
MKO01 FKO1 XK01 approach

p— Pmm—— e———— protection via
menu/function

SAP approach

Create Vendor protection once
via authorization




Overview of SAP Security

SU24 — Relationship of authorizations to transaction codes

« USOBX_C table « USOBT _C table

— T-code — T-code
— Object — Object

— Flag (N = No Check, C = — Field

Check, CM = Check Maintain)
— Low
> Ignore U since it is essentially the _
same as C — High

Maintaining these tables is the key to increasing efficiency, consistency, and integrity
of the role design and future design changes by avoiding manual and changed
authorizations in the roles.




Overview of SAP Security

SU24 — Relationship of authorizations to transaction codes

Maintains the USOBX_C table SAP Tables | |SAP Building Blocks

* T-code to object relationship and
special handling flag UsoBX C

Maintains the USOBT _C table

* T-code to object to default field
value relationship

These tables are client
Independent. Modifications via USOBT C _
transaction code SU24 ECS

I
modifications will affect all High
clients in an SAP system.




ﬂ T-CODE: SU24 (authorization Objects)

—
|El|||@|||éil?llﬂl I$|E|| Transaction Code |FBI:Il | Saved
EHEREE EIE E R = = R N
Selection Result Authorization Chiects
Ma_ |Short Descriptio, | Status| Authorization Object “|Objiect Description [TsTCAlCheck 1t
FEO1 Post Docurment @ F_BKPF_EED Accounting Document: Account Autharization for Customers Check
| @ F_BkPF BEK Accounting Docurnent: Account Authorization for Wendars Chieck
| @ F_BkPF BES Accounting Docurnent: Account Authorization for GfL Accounts Check
| @ F_BEPF BLA Accounting Docurment: Authorization for Document Types Check
| @ F_BkPF BUK Accounting Docurnent: Authorization for Cormpany Codes E0 Check
| @ F_BkPF BUP Accounting Docurnent: Authorization for Posting Periods Chieck
| @ F_BkPF GsB Accounting Docurnent: Authorization for Business Areas Check
| @ F_BEPF_EOA& Accounting Docurment: Authorization for Account Types Check
| @ F_EmMka_BUK Barks: Authorization for Compary Codes Chieck
| @ F_Bmka_mMan Barks: General Maintenance Authorization Chieck
| @ F_FaGL LDR General Ledger: Authorization for Ledger Check
ACt|V|ty TypeS | @ F_FaGL_SEG General Ledger: Autharization for Segment Check
. ('] FE Fin "TR FiLrnds M ananormont Fonds Cantar =T
which grant the ol K
Type of Access
=31 R (Y I s =) =T
Default Authorization Yalues (F_BKPF_BLIK)
Chject “IField Narme | Display [From | Tal
F_BEPF_BUK ACTWT G 01
Ol I-Dc +0OI1 IDC




4 Available Activity Types

(= Define walues e

Dhject | F_EEF F_BU'Kl Accounting Document: St .

ACTVT | Activity

Figld name

| Text
IIIl Create ar generate

[0z change

Activity types must
Fioe e be selected to grant

o7 Activate, generate
[[To2 Display change docurnents §\ access .
[[T10 Post

[[T22 Enter, Include, Assign

143 Release There are more activity

[177 Pre-enter

[[Tc4 Develope Payrment Card typeS than What |S I|Sted

[{]D]




Overview of SAP Security

SU24 — Relationship of authorizations to transaction codes
Why are These Tables "Misused” and “Underutilized™?

« Many companies do not even use transaction SU24 to maintain
their customer tables (USOBX_C and USOBT_C)

« Others do some maintenance via transaction SU24, but do not
fully understand the relationship between these underlying
tables and the Profile Generator (PFCG)

« These tables are a key to reducing the maintenance and risk
associated with roles! {{
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Profile Generator (PFCG)
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Profile Generator (PFCG)

Traditional Security Approach

Transaction Codes:

suot suo2

Vs <

Simple anmposﬂe

End User Maintenance Profile Maintenance Authorization Maintenancel
-Create User *Create Profile Create Authorization

-Change User *Change Profile «Change Authorization

Delete User *Delete Profile «Delete Authorization

*Assign Profiles *Assign Authornizations

«Setup Defaults




Overview of SAP Security

Profile Generator (PFCG)
Security Administration via Profile Generator

« The profile generator is an automated tool (transaction code PFCG) used to
assist in the design, capture and maintenance of profiles

« Simplifies the Authorization process
« Uses transaction codes to define access

« Based on the TRANSACTIONS selected SAP determines the related
AUTHORIZATION OBJECTS and, where applicable, the FIELD VALUES
from tables USOBX_C and USOBT_C

« The remaining FIELD VALUES for the selected AUTHORIZATION
OBJECTS to create the AUTHORIZATIONS need to be filled in

» Role is therefore a collection of Authorizations

« When generated, a Role creates a corresponding Profile




Overview of SAP Security

Authorization Concepts

Security Administration via Profile Generator

PFCG uses the USOBX C and USOBT_C tables to pre-fill the
Authorizations tab of a role based on the transaction codes entered

on the Menu tab of a role

Role -
Role 'Z:FI:TABLE_VIEW
Description |FI: Sample Role to Vie Tables

K1j3|

| > | PFCcG P3| ustpa3fasapss
Based on the tcodes PFCG will look up the objects
entered on the Menu with a Check/Maintain flag
tab... and populate the

Authorizations tab




Overview of SAP Security

Profile Generator (PFCG)
Security Administration via Profile Generator

Simple Role Example:

1. Create a simple role and add t-code SE16 “Data
Browser” to the Menu| tab

henu

Z| [k Transaction Report ||[EL  Other I




Overview of SAP Security

Profile Generator (PFCG)
Security Administration via Profile Generator

Simple Role Example:
2. Assign Authorizations (objects & field values)

- Authorizations

Last Changed On/By

Created by

User | User | |
Date | Date |
Time W Time IW

Information About Authorization Profile
Profile Mame | | @
Profile Text |

Status

haintain Authorization Data and Generate Profiles
Change Authorization Data

E Expert Mode for Profile Generation

Mo authorization data exists




Overview of SAP Security
Profile Generator (PFCG)

Security Administration via Profile Generator

Simple Role Example:

2. Assign Authorizations (objects & field values)

Authorization objects which default into the role are defined in table
USOBX_C, these objects have their flag value set to “Check Maintain”

General Table Display

T=hiz |USOEY_C LFheck Table for Table USORT_C
Tedishie i | EING tents
Waximum no. of hits ,Em | D:I‘."I.nlllull' Enilres

Fld reame O Frivalue |Towvalue = |0 Tachnical narms
nlzrms SE16 & 1  piamE |
sl slalus type = E] FE
obiost =] B besor o=t 1:"""“"‘ .
Changed by = [*] MODIFIER ‘No authorization check _
Modication 43 o ] MODDATE x Authorization check lakes place
= mootmz Y Nol malntaked
Check flag £ = orFLac Autharization check takes place, defaull values in LSOBT
Modiication = | [v] MODIFIED Mot maintained
[ 2| @ oroname |
I ! 1 | I




Overview of SAP Security

Profile Generator (PFCG)
Security Administration via Profile Generator

Simple Role Example:

2. Assign Authorizations (objects & field values)

Two authorization objects were found with their flag value set to “Check
Maintain”. S_TABU DISP & S_TABU_LIN

Table to be searched \USOBX_C ' Check Table for Table USOBT_C

Number of hits [2 ]

Runtime a ' Maximum no. of hits Ba0 |
|| &[] [ T[] Blan@a]E| (18] | ]| oetais |
MName|Ty. |Object Changed by Date Time CheckFl|MName
SE16 TR S_TABU_DIS RWHITEHURST 08/200/2009 11:41:39 .Y
SE16 TR S5_TABU_LIN RJWHITEHURST 08/20/2008 11:41:39 | Y

dlln Fallun



Overview of SAP Security
Profile Generator (PFCG)

Security Administration via Profile Generator

Simple Role Example:

2. Assign Authorizations (objects & field values)

Default fields & field values for the auth. objects are then defined on
USOBT_C, these are brought into Profile Generator automatically

Table (USOBT_C) T-Code (PFCG)

L= CyyT Etandard Basis: Adninistration

|| E I? IIHI[EI?'E" Elal%lall QI@ /=1 D IE.A?I Standard Table Haintenance (wia standard Taols such =5 SA50]

&= S Standard Table Haintenance (wia standard teols such &3 SH3IO)

5 _TABL_DIS
5_TABU_DIS

ACTVT
DIZBERCLS

——Bl & betivity Dieplay
+ & Buthorization Group

—& oo [ B Stendard  Buthordization for Organizationsl Unit

L

= oD Standard  AUthorization Tor Organi 2ational Unit

&% P Activity Display
£ Organization criterion Tor key

% Org. crit. attribute 1

& 0Org. crit. attribute
L7 Org . crit. attribute
% Org. crit. attribute
& 0Org. crit. attribute
L7 Org . crit. attribute
% Org. crit. attribute
& Org. crit. attribute

* F b F o F R

L= B g R g )
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Profile Generator (PFCG)
Security Administration via Profile Generator

Simple Role Example:

3. Generate the profile
T-code (PFCG)I FAssign Profile Mame for Generated Authorization Profile //

. You can change the default prafile name here
Change role: Autho ‘ -
Profile name [T-EDG547 41 Iﬁ’:l

[ select] Text \Profile for role Z:FI TABLE_WIEWY
Maint. . 8 Unmaint. El
Z FI:TABLE_VIEW Oo@ F1: Sample Role to Wie Tables

OO0 Standard  Cross-application Authorization Objects
co@ & & Standard  Transaction Code Check at Transaction Start
CO@ Maintained Basis: Administration
—& O [= ﬁ Mairntained Tahle Maintenance (via standard tools such as SM30)

|—I'="I Com Maintained Table Maintenance (via standard tools such as SM3@)

—# 7 Activity Display
——#% 7 Buthorization Group .

—& Co B 2 Maintained Authorization for Organizational Unit
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Profile Generator (PFCG)
Security Administration via Profile Generator

= Simple Role Example:

3. Generate the Profile

Role
Role |Z:FI1:TABLE_VIEW
Description iFI: Sample Role to Vie Tables

Authorizations

Created by nged On/By

User |STEPHENROSE | \STEPHENROSE |
Date 103/25/2010 | 0372572010 |
Time |11:50:12 | Time [11:50:22 |

Infarmation About Authorization Profile

Profile Name | T-ED554741 | |

Profile Text |Fmﬁle for role ZFI.TABLE_VIEW
Status Authaorization profile is generated
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Profile Generator (PFCG)
Relationship Between SU24 and the Profile Generator

=  (Object status definitions

= Standard — Auth object was inserted from USOBT _C, and all fields
were filled in by default. (“Nice, nothing to do™)

= Maintained — Auth object was inserted from USOBT_C, and the
administrator filled in the "blank” fields, without changing the default
values from USOBT_C. ("Working with the table”)

Changed — Auth object was inserted from USOBT_C, and the
administrator changed a default field value from the recommended
value in USOBT_C. (“Fighting with the table”)

= Manual — Auth object was manually inserted into the role, and was
not brought in by USOBT_C. This object is not “related” to any
tcode on the Menu tab and will not be removed when the Menu tab
changes. (“Ignoring the table™)

o Recommendeg! Recommended




Ji TCode: SUIM (User Information System)

SUIM has a number
of SAP reports that
can be used to Audit
Security.




4l T-Codes — User Access & SoD

SU03 Display Users

S BCE 68001409 Profiles by Complex Selection Criteria

S BCE 68001417 Authorizations by Complex Selection Criteria

S BCE 68001429 Executable Transactions (All Selection Options)
PFCG Profile Generator

Programs executed using SA38

RSUSR002 List of Users according to Complex Selection Criteria
RSUSR008 009 NEW Transaction Combinations Critical to Security (User Populated)
RSUSR100N Change Documents for Users

RSUSRO000 Listing of All Users Logged On




4l Tables — User Access & SoD

USRO02 User Details

USTO04 User Name to Profiles

UST10C Composite Profile

UST10S Simple Profile

UST12 Authorization Value

AGR 1251 Authorization data for the activity group
AGR_USERS Assignment of roles to users




4] T-Codes — Audit

SE16 Data Browser

SQVI Quick Viewer (Dynamic Queries)
SQO01 SAP Query

SA38 Execute ABAP Programs
SEO3 Transport Organizer Tools
STO1 System Trace

SM21 System Log

SLIN ABAP Syntax Check
SM20 Security Log Audit

SM04 User Overview

ALO8 Global Users




4 Security Parameters Setting

System Parameters are set using T-Code RZ10. Select the appropriate Profile and
Extended Maintenance

=4 98
Profle Edit Goto Lilities Swstern  Help

g 200 e@Q DHE a0 e
Edit Profiles

(1 create ||g§u Check Copy Irnport
0 create |{48 check

Profile || @ { |5tart profile | ]
Wersion & { |5axred, activated | ]
[ Edit Profie

) Administration data
(O Basic maintenance

®) Extended rnaintenance

|'f5~3::° Display ||ﬁ? Change

b [Rz10 E ] edeastor [ove [ [ 7




4 Security Parameters Setting

Display Profile Parameter

Auditor should run report RSPARAM via T-Code SAS38.

Param. HName

Profile parameters walid in the current system: Substituted form

Parameter name

User-defined wvalue

Systen defanlt walue

DIR_ATRA
DIR_AUDIT
DIR_BINARY
DIR_CCHS
DIR_CT LOGGING
DIR_CT RUN
DIR_DATA
DIR_DEMS
DIR_EPS_ROOT
DIR_EXECUTAELE
DIR_EXE_ROOT
DIR_EXTRACT
DIR_GEN
DIR_GEN_ROOT
DIR_GLOBAL
DIR_GRAPH EXE
DIR_GRAPH_LIE
DIR_HOME
DIR_INSTALL
DIR_INSTANCE
DIR_LIERARY
DIR_LOGGING
DIR_MEMORY_INSPECTOR
DIR_ORADES
DIR_ORAHOME
DIR_PAGING

DIR_FERF
TTD DODORTTR

D:Yusrhsap\TITV\DO1Y exe

Viedeonst0ly sapun et TSTYSYS global
YViedecnst0ly sapwnt) TSTY 3TEY exe’l run

YVyedenst0ly sapunty TSTY 5Y5Y SAPDE

D:yusrysap\TATVDO1Y exe
Yyedoenstlily sapunth TSTY 5¥5Y exe

Viyedonst0ly sapunth TSTY 55 gen’ dbog
WhyvedemstOly sapunth TETYSYSY gen
Viedonstily sapunth TITYSY3y global
D:yusrysap\TATVDO1Y exe
D:yusrysap\TATYDO1Y exe
Vyedeonst0ly sapun ey TSTYSYS

D:uschsap\TITVWDOLY exe

Tl adrmerl L sammin e L TETL ST L mrnfs 1a

D:yusrysap\TaT,\DO1Ydata
Divusrhsap\TSTAVDOLN log
Yyedoastll) sapunt TST 3VEY exel run
D:yusrhsap\CCHS
Vyedoastll sapuntt TSTY3YS v glabal
YyedoastOly sapunt TETY 3V3Y exe U, NTANDE L
D:yusrysap\TaT,\DO1Ydata
YhedoastllysapuntyTSTY 5Y5Y SAPDE
Yhedomsd0l sapont) trans\EPS
Vhyedoastll sapnnty TSTY 3YV3Y exel run
Yyedoastllysapmnth TSTY 5V exe
D:yusrhzap,TAT\DO1lYdata
Vyedoastll sapunnty TSTY 3Y3Y gent dbe
Vyedoastllysapmnth\TETYSYSY gen
Vyedoastll sapunty TITY3YV3 v global
Vhyedoastll sapnnty TSTY 3YV3Y exel run
Yyedocastllysapmnth TITY V3 exel run
D:yusrhsaph TAT\DOLYvwork
Vyedoastll) sapmnty TSTY5YS
Divusrhsap,T3TA\DOL
YyedoastOlysapuneh TSTY 33 exe’ run
Divusrhsap\TSTAVDOLN log
Divusrhsap,T3T\DO1Ndata

RDEMS7L

urknonm

D:yusrhsap,TAT\D01lYdata
D:yusrysap\PRFCLOG

Tl admasrnl L sanme e L TETL WS L mer A FS 1a




4] Security Parameters Setting

Login/password_expiration_time 0-30 Days 0-999
(The number of days after which a password must

be changed. The default value O sets the password

to never expire)

Login/min_password_Ing 3 8 3-8
(Minimum password length)

Login/fails_to_session_end 3 3 1-99
(The number of times a user can enter an incorrect
password before the system terminates the logon)

Login/fails_to user lock 12 5 1-99
(The number of times per day a user can enter an

incorrect password before the system locks the

user master records against further logon attempts




.ﬁ Security Parameters Setting

continued

Login/failed user_auto unlock 1 0 Oorl
(Used to specify whether a user who has been

locked as a result of invalid password attempts

must have the login reset manually [value 0] or

automatically at midnight.)

Auth/check value write_on Blank >0 0-
(Enables the transaction [SU53] for authorization

analysis when this parameter is set to a value

greater than 0.)

Auth/no_check in_some_cases N Y Y or N
(Must be set to Y to allow authorization checks

[apart from the check at the start of the

transaction] to be deactivated for certain

transactions usings T-Code SU24.)




ﬁ Security Parameters Setting

continued

Auth/no_check on TCODE N N YorN
(Since release 3.0E, the system checks for

transaction code access [the S TCODE

authorization object]. Where available, setting

this parameter to Y allows the authorization check

for transaction code to be switched off.)

Auth/No_check _on_TCODE 1 2 0-2
(This parameter determines whether object
S RFC is checked during Remote Function Calls:
Value=0; No check against S RFC
Value=1, Check active but no check for
SRFC-FUGR
Value=2; Check active and check against
SRFC-FUGR




ﬁ Security Parameters Setting

continued

Auth/system_access_check off 0 0 Oorl
(This paramether switches off the automatic

AUTHORIZATION Check for particular ABAP/4

language elements [file operations, CPIC calls and

calls to kernel functions]. This paramether may be

used to ensure downward compatabiulity of the

R/3 kernel [value=0, check remains active].)

Rdisp/gui_auto_logout 0 >900<2700 0-
(Specifies the number of seconds a user session

can be idle before the user is automatically logged

off. The parameter is deactivated when set to a

value of 0.)




d
| Questions ?



4l Contact Information

Karim Momin, CISA, CISM, CGEIT, CEH
Kmomin@HornSolutions.Net
832-545-8431 (Cell)

[i Karim.Momin

Linked|f3].

www.hornsolutions.net
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